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Apple. Payments. Patents. 
  

Can You Follow the Trail? 
  
The payments industry is on pins and needles with respect to Apple’s plans for mobile 
payments. Each day, another story surfaces about its intent, the experience and who’s 
partnering with them to make it real. Clues abound and many breadcrumbs have been dropped, 
but there are only a very few people who truly know what’s in store. 
 
One very healthy trail of breadcrumbs is the megastore of patents that Apple has filed over the 
years. Now, companies file patents all of the time for many different reasons – and they don’t 
always turn out to be strong signals about their product or market intentions. But, it sure makes 
for some interesting speculation. One particularly robust source of information on Apple’s 
patents, is PatentlyApple, which has curated a massive library of patents on a variety of areas.   
 
We decided to search this site and assemble the 37 patents that Apple has filed – and been 
granted – over the last five years that have anything to do with payments or commerce. With 
total and complete attribution to Patently Apple, we have provided our own short summary of 
each patent, and included some of the relevant patent diagrams from the site so that you can 
take a look at what was on the mind of the Apple inventor at the time.   
 
So, while it won’t be too much longer before we all know what Apple has in store, and which of 
these, if any, are a part of the mobile payments solution that it will bring to market, this might 
satisfy your Apple info craving for at least a little while. 
 
 
 
 
Note:  All diagrams are sourced and taken directly from PatentlyApple 
 

Intro 

http://www.patentlyapple.com/
http://www.patentlyapple.com/


Apple’s Patents at a Glance 
 
 
Page Patent Category Description Date Filed Date Issued Technology 

1 Multimode 
Fingerprint Reader 

Biometrics  Multimode fingerprint 
reader/scanner 

Q3 2011 August-14 NFC 

2 Fraud Identification iWallet, NFC 
Related  

Relates to systems, methods and 
computer program products for 
identifying and remediating in real-
time fraudulent activities associated 
with identity management systems. 

Q1 2013 August-14 Centralized account 
fraud engine for 
identity management 
systems. 

3 Dual Factor 
Authentication 

Security Related  Relates to a system and associated 
methods for an authentication 
challenge system for performing 
secondary authentication for an 
account associated with an online 
service provider, 

Q4 2012 July-14 A confidence engine, a 
quality engine, 

4 Secure Element Security Related  Trust zone support in system on a 
chip (SOC) having security enclave 
processor." Their invention relates 
to security on SOC and devices that 
employ them. The security of the 
SOC and its ability to resist attacks 
meant to compromise secure data 
are becoming increasingly 
important features. A secure 
enclave processor could also be 
used to secure financial 
transactions and financial 
management. 

Q3 2012 July-14 Secure enclave 
processor within a 
chip. 

5 Offer Redemption Shopping  
Assistant 

Promotional Code Redemption for 
In-Application Features used with 
Application Programs 

  July-14   
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Apple’s Patents at a Glance 
 
 

Page Patent Category Description Date Filed Date Issued Technology 

6 NFC Antenna iWallet, NFC 
Related; Materials, 
Processes 

New iPhone Antenna that Adds 
NFC. 

  May-14 NFC 

7 User Defined Security 
Parameters 

NA The use of security measures 
based on non-alphanumeric 
inputs that are user 
configurable (as opposed 
to purely biometric inputs) to 
control access to restricted 
information or functions. 

Q4 2012 April-14   

8 Lending NA Financing Systems Integration 
system that allows customers 
to shop-and-checkout using a 
Loan ID. Apple's patent dives 
into creating a system to 
handle all sorts of loans, from 
student loans to Business to- 
Business loans and everything 
in between. 

Q3 2012 January-14   

9 iWallet iBeacon News +; 
iWallet, NFC 
Related  

Secure iWallet system that 
goes beyond NFC to include 
new Air Interfaces including a 
form of Bluetooth, 
such as iBeacon. 

Q3 2012 January-14 NFC, Bluetooth, 
WIFI, wallet. 

10 Biometric Credentialing Biometrics  Relates to systems and 
methods for automatic 
association of authentication 
credentials with biometrics. 
A computing device may 
receive authentication 
information from a user. Such 
authentication information 
may include one or more 
passwords, one or more pin 
codes, and/or other such 
authentication 
information. 

  January-14   
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Apple’s Patents at a Glance 
 
 

Page Patent Category Description Date Filed Date Issued Technology 

11 Anonymous 
Transacting 

iWallet, NFC 
Related 

Relates to systems and methods 
for performing secure transactions 
using optical codes and optical 
code readers. Apple's technology 
preserve the anonymous aspects 
of cash transactions while 
performing electronic transactions 
by utilizing optical codes that link a 
client device with a clearinghouse 
that anonymizes the transaction. 

Q2 2012 November-13 QR, barcodes 

12 Fingerprint/NFC 
Wireless Payments 

Apple iPhone; 
Biometrics  

Fingerprint scanner with advanced 
integrated NFC circuitry. In NFC 
Mode, users will be able to make 
wireless payments. 

Q1 2012 September-13 NFC, sensor circuitry 

13 Payment Defaults iWallet, NFC 
Related  

Relates to methods for setting 
payment option preferences in 
Apple's future e-commerce app 
that they've temporarily dubbed 
as the "Shopping" app. 

Q3 2012  May-13 NFC 

14 Nano SIM and Chip Apple iPhone; 
iWallet, NFC 
Related  

Apple-backed nano-SIM could 
require a "drawer" to protect it." 
Patent relates to this proposed 
"drawer" 
concept and it's because the 
drawer or ejectable tray could 
accommodate not only a nano SIM 
but also 
an Integrated Circuit Card which is 
at the heart of Apple's iWallet. 

Q1 2008 March-13 A removable module 
may take on a variety 
of forms, including, 
but not limited to, 
integrated circuit 
cards (ICCs), chip 
cards, memory cards, 
flash memory cards, 
microprocessor cards, 
smart cards, such as 
subscriber identity 
module (SIM) cards, 
or combinations 
thereof. 

15 Human ATM/Cash 
Dispensers 

iWallet, NFC 
Related 

Apple states that there are times 
when you just need cash and with 
no ATM's in sight their new 
network will be able to bring a 
cash requester together with a 
cash provider using a new App 
that make the processes 
somewhat painless. 

Q3 2011 January-13 various data formats 
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Apple’s Patents at a Glance 
 
 
Page Patent Category Description Date Filed Date Issued Technology 

16 Biometric 
Authentication for 
CNP Transactions 

 Apple iPhone; 
Biometrics; Camera 
Related; Facial 
Recognition; 3D +; 
Security Related; 
Software + OS  

Unlock screen feature that 
utilizes higher integrated security 
features via biometrics that could 
also be used in e-Commerce 
transactions. 

Q2 2011 October-12   

17 Virtual Credit Card 
Swipe 

iWallet, NFC Related Apple's virtual equivalent of a 
credit card swipe on an iDevice 
graphical user interfaces (GUI) 
configured to receive motion 
based inputs for confirming a 
payment transaction. 

Q1 2009 August-12 NFC, bar codes 

18 Transportation 
Check-In 

Wallet, NFC Related; 
Travel Related 

Relates to transportation check-in 
and, more particularly, to 
employing NFC for identification 
and ticketing by transportation 
providers. 

Q3 2008 July-12 e-mail, digital 
images, barcodes, 
QR codes, RFID 

19 Apple Incentive 
Scheme 

iWallet, NFC Related  If a consumer doesn't chose a 
subsidized iPhone, then the 
credits earned for working with 
advertisers and sponsors could be 
used to purchase Apple products 
and/or services. Apple's invention 
is directed at least in part to a 
method and system for providing 
credits, vouchers or coupons 
representative of monetary value 
to users of iOS devices for the 
purpose of purchasing goods and 
services. 

Mar-11 May-12   

20 Gifting iWallet, NFC Related  Gifting iTunes purchases via NFC 
or email. Apple's patent generally 
relates to digital media content 
and electronic devices being 
configured to transfer 
information from one user's 
account to another user's 
account. Apple will also allow 
users to share iTunes Playlists – 
though at a cost being that it's in 
context with "gifting". 

  April-12 NFC, e-mail 

Intro 



Apple’s Patents at a Glance 
 
 

6 

Page Patent Category Description Date Filed Date Issued Technology 

21 E Credit Card 
Statements 

iWallet, NFC Related Apple's patent reviews credit card 
transaction rules and shows us that 
the credit card companies will be 
sending statements directly to your 
iTunes account. 

Q1 2009 March-12 NFC 

22 Real Time 
Authorization of 
CNP Transactions 

iWallet, NFC Related  Apple's invention covers an 
electronic device that will be able to 
deliver real-time authorization of 
cardholder-not-present transactions. 

Q1 2009 March-12 NFC 

23 POS System Devices, Components POS scanning device is capable of 
scanning multiple barcodes in 
different sizes with different 
symbologies in a single swipe and 
then instantly transferring the data 
to an electronic sales form for 
processing. 

Q1 2010 September-11 Barcodes, International 
Mobile Equipment 
Identity ("IMEI") codes 
and Integrated Circuit 
Card ID ("ICCID") 
codes scanner. 

24 Mpos  Apple iPhone; Apple 
iPod  

In-store multi-point transactions 
system that incorporates magnetic 
card and barcode readers 

Q1 2010 July-11 Magnetic card reader, 
barcode scanner. 

25 Shopper Assist Software + OS Phone centric app uses GPS to track 
your whereabouts in the Mall and to 
assist you in finding the right 
stores at the right time for hot sales 
through what Apple calls a "heat 
map.“ 

Q3 2009 August-10 GPS, wi-fi, cellular 
network signals 

26 NFC Product Tags iWallet, NFC Related Apple will work with participating 
vendors – be they a trendy coffee 
vendor or electronics or book 
retailer – so that their packaging will 
sport an NFC tag. This tag will be 
able to be read by a user's NFC 
enabled iPhone which could in 
return surprise the user with hidden 
benefits ranging from free 
merchandise to free music and a lot 
of options in-between. 

Q1 2009 July-10 NFC, RFID, optical 
character recognition 
(OCR) software 



Apple’s Patents at a Glance 
 
 

Page Patent Category Description Date Filed Date Issued Technology 

27 Hotel Services  iWallet, NFC 
Related; Software 
+ OS; Travel 
Related  

Systems and methods for 
accessing hotel services 
through an integrated iPhone 
application for accessing 
hotel services. 

Q4 2009 July-10 Bluetooth, NFC 

28 Travel Services  iWallet, NFC 
Related; Software 
+ OS; Travel 
Related  

Systems and methods for 
providing an integrated 
application for accessing travel 
services using portable 
electronic devices. 

Q4 2009 July-10 NFC 

29 Shopping Concierge Advertising; Social 
Networking; 
Software + OS 

System and methods for 
providing enhanced access to 
high fashion services in 
accordance with some 
embodiments of the invention. 
In particular, this is directed to 
providing enhanced access to 
high fashion through an 
integrated application of an 
electronic device. 

Q4 2009 July-10 Barcodes, camera, 
embedded pixel 
pattern 

30 P2P Transactions iWallet, NFC 
Related  

Apple's patent is directed to 
various techniques for 
conducting peer-to-peer 
financial exchanges using a 
handheld, portable electronic 
device 

Q3 2008 May-10 Camera NFC, WAN, 
LAN, PAN 

31 ATM Access iWallet, NFC 
Related  

iPhones interacting with ATMs. Q3 2008 May-10 Scanner, camera, 
keypad, NFC device, 
network device, 
positioning device 

32 Shopping Search and 
Discovery 

iWallet, NFC 
Related  

Techniques for executing 
various shopping related 
transactions on an iPhone or 
comparable device. 

Q3 2008 May-10 NFC, RFID 

Intro 



Apple’s Patents at a Glance 
 
 
Page Patent Category Description Date Filed Date Issued Technology 

33 NFC Remote 
Control 

iWallet, NFC 
Related  

Provides a method for controlling a variety of 
electronic devices using an NFC enabled iPhone 
which may include "receiving control information 
associated with a controllable electronic device 
via NFC, determining a control scheme for 
controlling the controllable electronic device 
based on the control information, and controlling 
the controllable electronic device using the 
determined control scheme. The control 
information may be received from a NFC 
interface of the controllable electronic device or 
from a radio frequency identification tag 
associated with the controllable electronic 
device." 

Q3 2008. April-10 NFC, RFID, 2-D 
matrix code (QR 
codes, Aztec Code, 
Data Matrix code) 

34 Ticketing  iWallet, NFC 
Related; 
Software + OS  

iTunes based web service for tickets. The patent 
goes far beyond concerts as well - so as to cover 
sporting events, amusement park admissions and 
rides, a wedding invitation system and a lot 
more. 

Q3 2008 April-10 NFC, RFID, camera, 
optical character 
recognition (OCR) 
software, barcode-
reading software, 
Matrix 
reading software. 

35 POS Application Apple iTunes; 
iWallet, NFC 
Related; 
Software + OS 

POS application. Q3 2008 April-10 NFC-iPhone that will 
include a built-in 
scanner, biometric 
sensor, added 
camera functionality 
and a 
secondary 
fingerprint scanner 
for verifying a user's 
identity to retailers. 

36 Gift Kiosks Apple iTunes; 
Devices; 
Components  

Retail kiosk which provides consumers with the 
ability to purchase customized iTunes Gift Cards 
in a retail 
environment. 

Q3 2008 April-10 Flash memory card, 
USB. 

37 mPOS  Biometrics; 
iWallet, NFC 
Related; 
Security 
Related 

Point of Purchase (POP) application, NFC-iPhone 
that will include a built-in scanner, biometric 
sensor, added camera functionality and a 
secondary fingerprint scanner for verifying a 
user's identity to retailers. The iPhone may also 
include applications for performing various sales 
related transactions such as exchanging 
information for a merchant rewards program, 
establishing customer financing, and 
performing returns and exchanges. 

Q3 2008 April-09 NFC, camera, 
scanner, 
identification 
networking protocol, 
wireless network, 
personal area 
network, RFID 

Intro 
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Multimode Fingerprint Reader  
 
Brief Description of the Patent:  
A multimode fingerprint scanner supporting financial transactions.  
 
Date Filed and Issued:  
Filed in Q3 2011. Issued on 19th August 2014. 
 
Use Case:  
The electronic device may operate the fingerprint reader in a stationary finger mode in which all of the 
sensors in the two-dimensional array of sensors are used to capture a fingerprint from the user's finger 
while the user's finger is in a stationary position on the fingerprint reader. The electronic device may also 
operate the fingerprint reader in a moving finger mode in which all of the two-dimensional sensors in the 
array or only a subset of the sensors in the array are used to capture a fingerprint from the user's finger 
while the user is swiping the finger across the fingerprint reader. 
The electronic device may use the stationary finger mode and the moving finger mode to support 
different types of device operations. For example, the electronic device may use the moving finger mode 
when performing sensitive operations such as financial transactions. 
 



2 

Fraud Detection Identity System 
 
Brief Description of the Patent:  
Relates to systems, methods and computer program products for identifying and remediating in real-time 
fraudulent activities associated with identity management systems. 
 
Date Filed and Issued:  
Filed in Q1 2013. Issued on 14th August 2014. 
 
Technology Used:  
Centralized account fraud engine for identity management systems. 
 
Use Case: 
During operation, the Identity Management System (IMS) receives requests from the client devices to 
access an online service. The request may require that the user of the client device provide login 
information, such as a username and password. This request is also referred to as an "event." When the 
IMS detects a real-time event (e.g., a user login event), the IMS submits a fraud processing request to the 
fraud engine or CAFE. Based on the results of the fraud processing, the IMS may send a response to client 
device to accept or deny the request. 
The CAFE system is a centralized real-time or near real-time system for identifying and remediating 
fraudulent events for the IMS. The CAFE system identifies fraudulent network events based on a 
combination of processes applied to attributes. Some examples of attributes may include but are not 
limited to: network signatures, device signatures, client account information, remediation history of 
client identity, event history of the client identity, external intelligence collected on the client identity 
(e.g., black lists, white lists, scores), request velocity from a client source or any other information that 
can be used by the CAFÉ system to detect patterns of fraudulent activities. 
The remediation of fraudulent events by the CAFE system may include combinations of the following 
remedial actions: deny client request, slowdown response time to the client request, enforce additional 
security protocols on the client request or the attacked resource (e.g., an online account) or any other 
desired remedial action. 
 
  
 



3 

Dual Factor Authentication 
 
Brief Description of the Patent:  
Relates to a system and associated methods for an authentication challenge system for performing 
secondary authentication for an account associated with an online service provider, such as an online 
store for digital media and applications. 
 
Date Filed and Issued:  
Filed in Q4 2012 | Issued on July 3, 2014. 
 
Technology Used:  
A confidence engine, which can determine a required confidence level for a successful authentication, 
and can compute a confidence score of the user identity; and a quality engine, which can adjust the 
question generation engine and the confidence engine based upon an analysis of question and answer 
metrics across multiple accounts of the online store. 



4 

Secure Element 
 
Brief Description of the Patent:  
Trust zone support in system on a chip (SOC) having security enclave processor. Their invention relates to 
security on SOC and devices that employ them. The security of the SOC and its ability to resist attacks 
meant to compromise secure data are becoming increasingly important features. A secure enclave 
processor could also be used to secure financial transactions and financial management.   
 
Date Filed and Issued:  
Filed in Q3 2012 | Issued in July 2014.  
 
Technology Used: 
Secure enclave processor within a chip. 
 
Use Case:  
Apple notes that secure services may include various cryptographic services such as authentication, 
encryption, decryption, etc. Secure services may include secure key generation, where the keys may be 
used by components external to the security circuit for various security functions such as encryption or 
authentication. 
 



5 

Offer Redemption 
 
Brief Description of the Patent:  
Promotional Code Redemption for In-Application Features used with Application Programs 
 
Date Issued: 
Issued in July 2014 
 
Use Case:  
The in-application asset can, for example, pertain to a consumable asset or a non-consumable asset. The 
techniques and systems can operate to validate the promotional code that is being redeemed to acquire 
the in-application asset, and can confirm that a requestor's redemption device has the corresponding 
application program installed thereon. 

 



6 

NFC Antenna 
 
Brief Description of the Patent:  
New iPhone Antenna that Adds NFC. 
 
Date Issued:  
Issued in May 2014. 
 
Technology Used: 
NFC 
 
Use Case:  
The Antenna structures may be formed at opposing ends of an electronic device. The combining of 
circuitry may allow the NFC circuitry and the non-NFC circuitry to be coupled to common antenna 
structures. 
 



7 

User Defined Security Parameters 
 
Brief Description of the Patent:  
The use of security measures based on non-alphanumeric inputs that are user configurable (as opposed 
to purely biometric inputs) to control access to restricted information or functions. 
 
Date Filed and Issued:  
Filed in Q4 2012 | Issued in April 2014.  
 
Use Case:  
A gesture may be used to invoke one or more authentication screens, such as, a gesture entry screen, a 
gesture replay screen, and a gesture re-entry verification screen, for accessing confidential information or 
functions that may be otherwise unavailable. 
In certain embodiments of the present disclosure, an authentication gesture entry screen is displayed to 
allow a user to enter a desired gesture via an array of visible and/or invisible touch sensing areas 
displayed on a touch sensitive display. 
 



8 

Lending 
 
Brief Description of the Patent:  
Financing Systems Integration system that allows customers to shop-and-checkout using a Loan ID. 
Apple's patent dives into creating a system to handle all sorts of loans, from student loans to Business-to-
Business loans and everything in between. 
 
Date Filed and Issued:  
Filed in Q3 2012. Issued on January 30, 2014. 
 
Use Case: 
Some embodiments of the present technology integrate POS, online sales checkout processes, and 
enterprise business sales interfaces with systems for authorizing, managing, and settling loan instruments 
and credit products through third party financial partners. 
Some embodiments of the present technology use a Financing System Integration (FSI) engine to 
integrate POS and online store checkout platforms with financing partners. 
In some embodiments of the present technology, a customer can apply for a loan, automatically be 
approved, receive a Loan Identification Number (Loan ID), and use the Loan Identification Number (Loan 
ID) to complete a transaction. Some embodiments of the present technology involve a system integrating 
a financing institution and a business-to-business (B2B) sales partner using an integration platform 
comprising an integrated financing integration (FSI) engine and an intermediary application tool. 
 



9 

iWallet 
  
Brief Description of the Patent:  
Secure iWallet system that goes beyond NFC to include new Air Interfaces including a form of Bluetooth, 
such as iBeacon. 
 
Date Filed and Issued:  
Filed in Q3 2012 |Issued on January 16, 2014.  
 
Technology Used:  
NFC, Bluetooth, WIFI, wallet. 
 
Use Case:   
In one or more embodiments, a portable device can make purchases by using NFC to establish a secure 
link with a POS device connected to a backend system that is configured to execute commercial 
transactions. This secure link can be established by positioning the portable device to be within close 
proximity of the POS device. Increased mobility is provided to users of the portable device making 
purchases by establishing a second secure link that uses a different protocol, such as WIFI or Bluetooth, 
that has more desirable characteristics for maintaining the link over time than NFC. 
In other embodiment we're able to see an example method of making mobile payments online. A mobile 
device includes a secure element and a wallet which includes the credit card alias, expiration date, and 
crypto CVV (e.g., credit card security code) is sent to the merchant. The merchant sends an authorization 
request to a partner, e.g., a credit card network, and a backend server validates the payment information, 
e.g., credit card number, CVV, counter, alias, and any other information using a secret key that is known 
to both the backend server and the wallet. If the payment information matches corresponding values 
independently known to the backend server, then the server authorizes the transaction. Otherwise, the 
transaction is declined. 

 



10 

Biometric Credentialing 
 
Brief Description of the Patent:  
Relates to systems and methods for automatic association of authentication credentials with biometrics. 
A computing device may receive authentication information from a user. Such authentication information 
may include one or more passwords, one or more pin codes, and/or other such authentication 
information. 
 
Date Issued:  
Issued January 2014. 
 
Use Case: 
Within a time-out period (such as a few seconds as part of a unified gesture/action gather and validate a 
biometric) from receipt of the authentication information, the computing device may receive one or 
more biometrics from the user. 
 



11 

Anonymous Transacting 
 
Brief Description of the Patent:  
Relates to systems and methods for performing secure transactions using optical codes and optical code 
readers. Apple's technology preserve the anonymous aspects of cash transactions while performing 
electronic transactions by utilizing optical codes that link a client device with a clearinghouse that 
anonymizes the transaction. 
 
Date Filed and Issued:  
Filed in Q2 2012.  Issued in November 2013. 
 
Technology Used: 
QR, barcodes 
 
Use Case:   
When the optical code is presented to a customer, the customer's device decodes the optical code, 
retrieves the invoice from the server using the claim number as a reference, and is presented with an 
interface for authorizing payment for the invoice in the clearinghouse. The clearinghouse then sends the 
merchant a confirmation that the invoice was paid; however, the clearinghouse does not give the 
merchant any information about the customer. Before initiating a camera-based optical transaction, the 
merchant must first create a verified account with a transaction clearinghouse or similar institution and 
configure an application on her mobile device to perform an optical-based transaction. Once the 
clearinghouse has invoice information and a unique identifier, it generates an optical code that, upon 
recognition, links a client device to the transaction details. Some embodiments of the present technology 
involve generating a QR code that is readable by a QR code reader application. For example, a code can 
simply be manually keyed in by a user. Additionally, a barcode could be used. Many other features are 
discussed regarding methods of payments. 
 



12 

Fingerprint/NFC Wireless Payments 
 
Brief Description of the Patent:  
Fingerprint scanner with advanced integrated NFC circuitry. In NFC Mode, users will be able to make 
wireless payments. 
 
Date Filed and Issued:  
The patent's priority date is noted as Q1 2012. Issued in September 2013. 
 
Technology Used:  
NFC, sensor circuitry 
 
Use Case:  
When operated in a sensor mode, the sensor circuitry may use the conductive structure to gather 
fingerprint data or other sensor data.     
When operated in NFC mode, the NFC circuitry can use the conductive structure to transmit and receive 
capacity coupled or inductively coupled NFC signals. 
 



13 

Payment Defaults 
 
Brief Description of the Patent:  
Relates to methods for setting payment option preferences in Apple's future e-commerce app that 
they've temporarily dubbed as the "Shopping" app. 
 
Date Filed and Issued:  
Filed in Q3 2012. Issued on May 2, 2013. 
 
Technology Used:  
NFC 
 
Use Case:  
Once you set your payment preferences, walking into a store will prepare your iPhone for a transaction 
with that particular retailer.  
 



14 

Nano SIM and Chip 
 
Brief Description of the Patent:  
Apple-backed nano-SIM could require a "drawer" to protect it." Patent relates to this proposed "drawer" 
concept and it's because the drawer or ejectable tray could accommodate not only a nano SIM but also 
an Integrated Circuit Card which is at the heart of Apple's iWallet. 
  
Date Filed and Issued:  
Filed in Q1 2008. Issued in March 2013.  
  
Technology Used:  
A removable module may take on a variety of forms, including, but not limited to, integrated circuit cards 
(ICCs), chip cards, memory cards, flash memory cards, microprocessor cards, smart cards, such as 
subscriber identity module (SIM) cards, or combinations thereof. 
 
Use Case:  
A form of Integrated Circuit Card may be used with Apple's future iWallet. The card could be inserted into 
a number of Apple iOS devices including an iPhone and iPod touch via an ejectable tray or assembly. That 
makes sense being that a user may, from time to time, wish to load a different ICC (Visa, Master Card, 
American Express) depending on what's needed locally or when on a business trip or vacation. 
 



15 

Human ATM/Cash Dispensers 
 
Brief Description of the Patent:  
Apple states that there are times when you just need cash and with no ATM's in sight their new network 
will be able to bring a cash requester together with a cash provider using a new App that make the 
processes somewhat painless. 
 
Date Filed and Issued:  
Filed in Q3 2011. Issued on January 31, 2013. 
 
Technology Used:  
Cash dispensing network will have the request sent using various data formats. 
 
Use Case  
A user of a client terminal sends a request for cash to the cash-dispensing server. The request for cash 
identifies the location of the client terminal. Based on this identified location, the cash-dispensing server 
locates one or more other users that are close or are proximate to the requesting user and verifies that at 
least one of these proximate users is willing and able to provide the requested amount of cash. 
Following the transfer of cash between the parties, the requesting user's account is charged for the 
service while the providing user's account is credited for the service. In one embodiment, in addition to 
the amount of cash, the requesting user is charged a service fee for the cash transfer. The service fee may 
be split between the providing user and the administrators of the ad-hoc cash-dispensing network. 
 



16 

Biometric Authentication for CNP 
Transactions 
 
Brief Description of the Patent:  
Unlock screen feature that utilizes higher integrated security features via biometrics that could also be 
used in e-Commerce transactions. 
 
Date Filed and Issued:  
Filed in Q2 2011. Issued in October 2012. 
 
Use Case:   
The electronic device may request user authentication to access the handheld device. The device may 
then display an instruction screen requesting that a user provide biometric data via their fingerprint 
which will be read by the fingerprint reader. An alternative embodiment could be used in the future to 
obtain face and/or eye recognition as a form of user ID or authentication. Once the user is properly 
identified, the purchase could be completed. 
 



17 

Virtual Credit Card Swipe 
 
Brief Description of the Patent:  
Apple's virtual equivalent of a credit card swipe on an iDevice graphical user interfaces (GUI) configured 
to receive motion based inputs for confirming a payment transaction. 
 
Date Filed and Issued:  
Filed in Q1 2009. Issued in August 2012.  
 
Technology Used:  
NFC, bar codes 
 
Use Case:  
The GUI may display a two position slide bar that may be moved in one direction to confirm the payment 
transaction and in another direction to decline the payment transaction. In accordance with another 
embodiment, the GUI may display an image of a credit card that may be moved towards an image of a 
credit card terminal to confirm the payment transaction. 
The movable graphical elements may be used to confirm payment transactions in a wide variety of 
environments such as peer-to-peer transactions, online shopping transactions, and purchases made 
within brick and mortar stores. 
 



18 

Transportation/Check In 
 
Brief Description of the Patent:  
Relates to transportation check-in and, more particularly, to employing NFC for identification and 
ticketing by transportation providers. 
 
Date Filed and Issued:  
Filed in Q3 2008. Issued in July 2012. 
 
Technology Used:  
e-mail, digital images, barcodes, QR codes, RFID, NFC 
 
Use Case:  
Ticketing and reservation information may be entered into the application via several methods. For 
example, reservations may be made through the travel management application. In another 
embodiment, reservations may be retrieved from an email, a website, another electronic device, or via a 
carrier-provided confirmation number. Additional reservation retrieval methods may be employed, such 
as, for example, acquiring digital images of travel documents and extracting reservation images via 
optical character recognition software, barcode-reading software, or QR-code-reading software. 
And lastly, identifications may also be managed via the travel management application. I.D.s, such as 
passports or driver's licenses, may be loaded onto the handheld device via, for example, scanning a radio 
frequency identification tag embedded in the I.D., or entering an I.D. number and looking up the 
corresponding identification information. 
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Apple Incentive Scheme 
 
Brief Description of the Patent:  
If a consumer doesn't chose a subsidized iPhone, then the credits earned for working with advertisers 
and sponsors could be used to purchase Apple products and/or services. Apple's invention is directed at 
least in part to a method and system for providing credits, vouchers or coupons representative of 
monetary value to users of iOS devices for the purpose of purchasing goods and services.  
 
Date Filed and Issued:  
Issued in May 2012. Apple's newly granted patent was originally filed in Great Britain in 2007. Apple 
acquired the patent and refilled it under Apple with US Patent and Trademark Office in March 2011. 
 
Use Case: 
In one case, users may be required to view advertisements in exchange for credits. There may be one or 
more sponsors which sponsor some of the mobile service such as voice or messaging or a sponsor could 
be an advertiser which, in exchange for sponsoring a portion of the mobile service being provided to 
users of the mobile devices, sends advertisements via communications network to the users' mobile 
devices. 
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Gifting  
 
Brief Description of the Patent:  
Gifting iTunes purchases via NFC or email. Apple's patent generally relates to digital media content and 
electronic devices being configured to transfer information from one user's account to another user's 
account. Apple will also allow users to share iTunes Playlists – though at a cost being that it's in context 
with "gifting". 
 
Date Filed and Issued:  
Issued on April 26, 2012 
 
Technology Used:  
NFC, e-mail 
 
Use Case:  
In accordance with one embodiment, a first device may initiate a gifting process by selecting one or more 
media files to be gifted to a receiving device. For example, in initiating the gifting the process, the user of 
the initiating device may authorize a gift charge to be applied to the user's account associated with the 
online digital media provider. Thereafter, a gift offer may be transmitted from the initiating device to the 
receiving device using a close range communication protocol, such NFC connection. The receiving device, 
upon receiving the offer, may transmit an acceptance message using the NFC connection, in which the 
receiver's account information associated with the online digital media provider is included and 
transferred to the initiating device. 
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E Credit Card Statements 
 
Brief Description of the Patent:  
Apple's patent reviews credit card transaction rules and shows us that the credit card companies will be 
sending statements directly to your iTunes account 
 
Date Filed and Issued:  
Filed in Q1 2009. Issued in March 2012.  
 
Technology Used:  
NFC 
 
Use Case:  
A primary account holder may define financial transaction rules having multiple tiers or levels of 
authorization with regard one or more of the transaction criteria 
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Real Time Authorization of CNP 
Transactions 
 
Brief Description of the Patent:  
Apple's invention covers an electronic device that will be able to deliver real-time authorization of 
cardholder-not-present transactions. 
 
Date Filed and Issued:  
Filed in Q1 2009. Issued in March 2012.  
 
Technology Used:  
NFC 
 
Use Case:  
Details of the transaction may be sent to the cardholder for approval before the transaction is authorized. 
If the cardholder doesn't recognize the transaction, it may be declined immediately, thereby preventing 
the cardholder and the merchant from becoming victims of identity theft. 
Additionally, if the cardholder does not respond to an authorization request in real-time (i.e., within a 
short period of time), the authorization request may be responded to automatically based on 
customizable settings configured by the cardholder. For example, the cardholder may enable automatic 
approval of all missed authorizations. In another example, the cardholder may enable automatic approval 
of only transactions below a certain value and/or with certain merchants. Many automatic response 
settings may be available, and the cardholder may be able to combine the settings, for example, so that 
transactions up to a first value are automatically approved at a first merchant, while transactions up to a 
second value different from the first value are automatically approved at the second merchant. 
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POS System 
 
Brief Description of the Patent:  
POS scanning device is capable of scanning multiple barcodes in different sizes with different symbologies 
in a single swipe and then instantly transferring the data to an electronic sales form for processing. 
 
Date Filed and Issued:  
Filed in Q1 2010. Issued on September 8, 2011. 
 
Technology Used:  
Barcodes, International Mobile Equipment Identity ("IMEI") codes and Integrated Circuit Card ID ("ICCID") 
codes scanner. 
 
Use Case:  
The two or more barcodes could be scanned during a single scanning operation 
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mPOS 
 
Brief Description of the Patent:  
In-store multi-point transactions system that incorporates magnetic card and barcode readers 
 
Date filed and issued:  
Issued in July 2011. Patent 7,971,782 originally filed in Q1 2010. 
 
Technology that is used (NFC, QR Codes, etc.):  
Magnetic card reader, barcode scanner. 
 
Use Case  
Each sales associate could be equipped with a roaming POS. A system would allow pairing of any roaming 
POS system with any payment terminal 
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Shopper Assist 
 
Brief Description of the Patent:  
Phone centric app uses GPS to track your whereabouts in the Mall and to assist you in finding the right 
stores at the right time for hot sales through what Apple calls a "heat map.“ 
 
Date Filed and Issued:  
Filed in Q3 2009. Issued in August 2010.  
 
Technology Used:  
GPS, wi-fi, cellular network signals 
 
Use Case:  
The integrated application could interface with one or more service providers (e.g., vendors, shops, 
restaurants, parking lots, information centers, entertainment venues, or other suitable service providers) 
in the shopping center to provide access to different services and information made available by a 
shopping center. The integrated application could interface with servers from several service providers to 
receive current information as to the availability and price of a particular product. To assist users in 
purchasing new content at the shopping center, the integrated application could provide product 
recommendations based on user preferences. It should be recognized that the iPhone's integrated app 
could be used to perform secure transactions for any suitable service. In some embodiments, the 
iPhone's integrated application may build social networking connections by providing notification of 
friends' locations in a shopping center. 
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NFC Product Tags 
 
Brief Description of the Patent:  
Apple will work with participating vendors – be they a trendy coffee vendor or electronics or book 
retailer – so that their packaging will sport an NFC tag. This tag will be able to be read by a user's NFC 
enabled iPhone which could in return surprise the user with hidden benefits ranging from free 
merchandise to free music and a lot of options in-between. 
 
Date Filed and Issued: 
Filed in Q1 2009. Issued in July 2010. 
 
Technology Used:  
NFC, RFID, optical character recognition (OCR) software 
 
Use Case:   
The NFC input/output interface may be configured to receive data associated with at least one benefit 
associated with the product or service from a RFID tag associated with the product or service. The 
electronic product benefit management application may be configured to enable a user of the electronic 
device to use at least one benefit. 
The benefit system for obtaining, storing, accessing, and using benefits associated with a product or 
service with an iPhone will include discount coupons, digital content and so forth. 
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Hotel Services 
 
Brief Description of the Patent:  
Systems and methods for accessing hotel services through an integrated iPhone application for accessing 
hotel services. 
 
Date Filed and Issued:  
Filed in Q4 2009. Issued in July 2010.  
 
Technology Used: 
Bluetooth, NFC 
 
Use Case:    
Your iPhone will act as your hotel key and from there you'll be able to control room settings such as 
lighting, bath settings, room temperature and so forth. Your iPhone will be able to be your hotel room's 
TV and stereo remote. You'll also be able to access other services like booking a visit to the hotel's spa or 
reserving a conference room all from the convenience of your iPhone or other iOS device. You'll even be 
allowed to check-out via your iPhone or check your room charges before leaving. 
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Travel Services 
 
Brief Description of the Patent:  
Systems and methods for providing an integrated application for accessing travel services using portable 
electronic devices. 
 
Date Filed and Issued:  
Filed in Q4 2009. Issued in July 2010.  
 
Technology Used:  
NFC 
 
Use Case:    
You will be available to walk a traveler through everything step of a flight from preflight activities at the 
virtual service counter to activities at the airport as well as in-flight and post-flight activities. You'll be 
able to reserve restaurants at your destination, order a video game for in-flight entertainment, order 
special in-flight meals, order a specific type of movie while on flight or set-up sightseeing tours.  
In some embodiments, the integrated application can allow a user to access resources to plan a travel 
itinerary. In some embodiments, the integrated application can allow a user to request upgrades, to 
check-in remotely, and to enter user preferences. Based on the user preferences, promotions, offers, and 
upgrades can be presented to the user (e.g., by matching the user preferences to available promotions, 
offers, and upgrades). In some embodiments, the integrated application can provide arrival notifications. 
In some embodiments, the integrated application can provide post-flight functions for the user such as 
providing destination information, providing transportation information, providing bounce back and 
affiliate offers, and storing receipts of associated travel expenses for the user. 
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Shopping Concierge 
 
Brief Description of the Patent:  
System and methods for providing enhanced access to high fashion services in accordance with some 
embodiments of the invention. In particular, this is directed to providing enhanced access to high fashion 
through an integrated application of an electronic device. 
 
Date Filed and Issued:  
Filed in Q4 2009. Issued in July 2010. 
 
Technology Used:  
Barcodes, camera, embedded pixel pattern 
 
Use Case:   
In some embodiments, the integrated application can provide functions to attract or entice a user to view 
a particular fashion provider. For example, through the integrated application, a user can be provided 
with promotions and invitations to special events, access product availability, access a store locator, and 
be provided with opportunities to pre-order and reserve fashion items. In some embodiments, the 
integrated application can provide enhanced fashion item information to a user. For example, a user may 
scan an advertisement including a barcode, embedded pixel pattern, or other information-including 
pattern with an electronic device. By doing so, the user can access enhanced information associated with 
the fashion item of the advertisement.  
In some embodiments, the integrated application can provide a user with sales assistance (e.g., while the 
user is in a store of the fashion provider). For example, fashion items in the store may include an optical 
pattern (e.g., a barcode) on their price tag. A use may then scan the optical pattern to obtain additional 
information or features associated with that fashion item. 
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P2P Transactions  
 
Brief Description of the Patent:  
Apple's patent is directed to various techniques for conducting peer-to-peer financial exchanges using a 
handheld, portable electronic device. 
 
Date Filed and Issued:   
Filed in Q3 2008. Issued in May 2010. 
 
Technology Used:  
One or more input devices, such as a camera NFC device may be provided for the acquisition of payment 
information. The electronic device may also be configured to communicate with one or more external 
servers to acquire an authorization for a payment through a selected communication channel, such as a 
wide area network (WAN), local area network (LAN), personal area network (PAN), or NFC channel. 
 
Use Case:  
When the transaction icon is selected, the iPhone will open a transaction program and display a 
transactions menu displaying the various tools and features available in the transaction program. 
In one embodiment, the payee device/iPhone and the payor device may both be NFC-enabled devices 
each having a respective NFC device and NFC interfaces. When the iPhone and the payor device are 
placed within a close enough proximity or distance to facilitate the establishment of an NFC connection, 
usually within an inch or two of each other, the RF field generated by the iPhone may induce the NFC 
device of the payor device to transition to an active mode of operation, thus establishing an NFC 
connection between the two devices.  Accordingly, by way of this established NFC connection, the 
payment request information may be transmitted to and received by the payor device. Upon receiving 
the payment information from the payor device, the payee may view the payment information on their 
iPhone display. Thereafter, the payee may select a desired crediting account, which may be stored on the 
iPhone to which the payment represented by the payment account information is to be credited or 
deposited. Regardless of the type of connection established between the iPhone and the financial 
servers, it should be understood that one or more of the data encryption techniques and security 
protocols (e.g., SSL or TSL protocols) may be further utilized in order to facilitate the secure transmission 
of the transaction data to the financial servers. It should be noted that the one or more financial servers 
need not necessarily be limited to financial servers configured to manage monetary assets. For instance, 
where a transaction involves non-cash assets, such as credits stored in an iTunes account, the financial 
servers may include a server managed by the iTunes online server. 
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ATM Access  
 
Brief Description of the Patent: 
iPhones interacting with ATMs. 
 
Date Filed and Issued: 
Filed in Q3 2008. Issued in May 2010. 
 
Technology Used: 
Scanner, camera, keypad, NFC device, network device, positioning device 
 
Use Case: 
The electronic device integrates several functionalities for secure communications, including but not 
limited to, initiating communications, authenticating the portable electronic device and/or the user for a 
transaction, and completing the transaction. The portability of the iPhone makes it particularly well 
suited to performing transactions such as ATM transactions, and purchase transactions. In conducting 
such transactions, the iPhone may be used to transfer sensitive data including credit/debit card 
information, bank account information, PINs, passwords and other personal information. Standard 
security features of the iPhone may include one or more cryptographic protocols.  
Apple's patent notes that in some embodiments, the order of the numbering may be altered on the 
number pad. Specifically, after entry of the first digit, the number pad may scramble the numbers and 
repeat after each digit is entered. In some embodiments the user will be given the option to set-up a 
voice signature by selecting the set voice signature from the authentication screen.  Other biometric 
signatures, such as fingerprints, retinal scans, etc., may be set in a similar manner except they may 
require that the iPhone include a device for detecting a finger print or a device for performing a retinal 
scan. 
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Shopping Search and Discovery 
 
Brief Description of the Patent:  
Techniques for executing various shopping related transactions on an iPhone or comparable device. 
 
Date Filed and Issued:  
Filed in Q3 2008. Issued in May 2010. 
 
Technology Used:  
NFC, RFID 
 
Use Case:  
Some iPhone embodiments may be used to identify a product and obtain pricing information relevant to 
retailers of the product within a specified geographical location.  
Embodiments may also include a variety of features that make the shopping experience quick and 
efficient while allowing the consumer to hunt for a better bargain. 
To gain access to the store-wide data transfer system the iPhone may first communicate with the NFC 
enabled iPhone controlled by a greeter, a salesperson or a customer information kiosk. 
Apple's patent states that the shopping list screen may serve as a gateway to other shopping related 
features of the iPhone like a twist on Apple's Map + Compass feature. 
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NFC Remote Control 
 
Brief Description of the Patent: 
Provides a method for controlling a variety of electronic devices using an NFC enabled iPhone which may 
include "receiving control information associated with a controllable electronic device via NFC, 
determining a control scheme for controlling the controllable electronic device based on the control 
information, and controlling the controllable electronic device using the determined control scheme. The 
control information may be received from a NFC interface of the controllable electronic device or from a 
radio frequency identification tag associated with the controllable electronic device. 
 
Date Filed and Issued:  
Filed in Q3 2008. Issued in April 2010. 
 
Technology Used:  
NFC, RFID, 2-D matrix code (QR codes, Aztec Code,Data Matrix code) 
 
Use Case:  
The iPhone will be the "controlling device" controlling controllable devices like Apple TV, an Xbox, a DVR 
and so forth. When the NFC capable iPhone initially connects with another NFC capable device, the 
iPhone will be given the parameters of what is controllable on the other device (sound, picture, channel, 
game info, etc.).  
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Ticketing 
 
Brief Description of the Patent:  
iTunes based web service for tickets. The patent goes far beyond concerts as well - so as to cover sporting 
events, amusement park admissions and rides, a wedding invitation system and a lot more. 
 
Date Filed and Issued:  
Filed in Q3 2008. Issued in April 2010. 
 
Technology Used:  
NFC, RFID, camera, optical character recognition (OCR) software, barcode-reading software, Matrix 
reading software. 
 
Use Case:   
In some embodiments, a ticket management application may be selectable by a user which will allow the 
user to store and use tickets for concerts and more. Certain applications running on the iPhone may 
obtain information relating to the position, orientation, or movement of the handheld device from the 
location sensing circuitry or the accelerometers. The position, orientation, or movement information may 
enable applications to display personalized data or to display data in an innovative manner in response to 
user movement. For example, as described further below, a user may purchase or otherwise obtain an 
electronic ticket to an event from a NFC kiosk.  
E-tickets may provide additional benefits, such as digital content which may include a live recording of 
the event, exclusive interviews with artists associated with the event, or studio recordings by artists 
associated with the event. The electronic tickets may offer other benefits, such as discounts on 
merchandise related to the event, discounts or prepaid refreshments for the event. In respect to the Live 
Recording, the holder of the e-ticket may be given the right to purchase a coupon or voucher for a digital 
live recording of the concert. The live recording may represent a complimentary benefit or a benefit 
which may be prepaid or purchased via the iPhone. 
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POS Application  
 
Brief Description of the Patent:  
POS application.  
 
Date filed and issued:  
Filed in Q3 2008. Issued in April 2010.  
 
Technology Used:  
NFC-iPhone that will include a built-in scanner, biometric sensor, added camera functionality and a 
secondary fingerprint scanner for verifying a user's identity to retailers. 
 
Use Case:   
The iPhone could be made capable of completing an entire sales transaction including ringing up articles 
of merchandise, receiving payment information, and communicating with an external server to receive 
authorization for payment. 
The iPhone may also include one or more communication interfaces for communicating with the 
merchant's server over a wireless network, personal area network, NFC channel, or the like. 
The iPhone may also include applications for performing various sales related transactions such as 
exchanging information for a merchant rewards program, establishing customer financing, and 
performing returns and exchanges. 
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Gift Kiosks 
 
Brief Description of the Patent:  
Retail kiosk which provides consumers with the ability to purchase customized iTunes Gift Cards in a retail 
environment. 
 
Date filed and issued:  
Originally filed in Q3 2008. Issued in April 2010. 
 
Technology that is used (NFC, QR Codes, etc.):  
Flash memory card, USB. 
 
Use Case  
Users make personalized iTunes gift cards available for gift box items like the iPod available at Apple 
Kiosks. In theory they may appear in places like Apple's own brick and mortar Apple Stores, perhaps at 
Best Buy, airports and/or establishments such as larger pharmacies or grocery retailers. 
The user interface may be, for example, a multi-touch screen, a touch screen, a keyboard, a mouse, etc. 
The buyer may select desired content to associate with the customized card then select a design for the 
card. 
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mPOS  
 
Brief Description of the Patent:  
Point of Purchase (POP) application, NFC-iPhone that will include a built-in scanner, biometric sensor, 
added camera functionality and a secondary fingerprint scanner for verifying a user's identity to 
retailers.  The iPhone may also include applications for performing various sales related transactions such 
as exchanging information for a merchant rewards program, establishing customer financing, and 
performing returns and exchanges. 
 
Date Filed: 
Filed in April 2009 
 
Technology Used:  
NFC, camera, scanner, identification networking protocol, wireless network, personal area network, RFID 
 
Use Case:   
The iPhone could be made capable of completing an entire sales transaction including ringing up articles 
of merchandise, receiving payment information, and communicating with an external server to receive 
authorization for payment. 
 


